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Abstract. This paper provides a risk modeling approach for Supply Chain Networks
(SCNs) operating under uncertainty. It recognizes three event types to characterize the
future SCN environment: random, hazardous and deeply uncertain events. A three-phase
hazard modeling approach is proposed. It involves a characterization of SCN hazards in
terms of multihazards, vulnerability sources and exposure levels, the estimation of incident
arrival, intensity and duration processes, and the assessment of SCN hit consequences in
terms of damage and time to recovery. A Monte Carlo approach is also proposed to
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Scenario-Based Supply Chain Network Risk Modeling

1. Introduction

Supply chain networks (SCNs) are composed of five main entity types: external suppliers,
production centers, distribution centers (DCs), demand zones, and transportation assets. Along
their business life, these networks must be periodically reengineered, which requires strategic
decisions to align the structure of the network to the needs of future business environments. In
order to reengineer an existing SCN, an alternative potential network including all possible sup-
ply, location, capacity, outsourcing, marketing and transportation options must be elaborated
(Martel and Klibi, 2011). The directed graph in Figure 1 illustrates such a SCN. The nodes in
this network correspond to existing and potential supply sources, facilities and demand zones,
and the arcs to the transportation lanes that could be used to move materials. A reengineered
SCN is obtained by selecting a feasible sub-network providing sustainable value creation over a
planning horizon. Selecting such a feasible sub-network is not trivial however. The selection
must be based on a truthful characterization of the future business environment, and on an ade-
quate evaluation of economic value added, robustness and resilience.

Since SCNs must be reengineered to last for numerous years, alternative plausible futures
must be considered to design robust value-creating networks. In view of recent events, any repre-
sentation of future environments needs to consider random business factors (demand processes,
energy costs, material prices, exchange rates...) affecting the normal operations of a company,
but also plausible disasters, such as the 9/11 terrorist attacks on WTC, the US blackout in 2004,
hurricane Katrina in 2005 and the 2011 earthquakes in Chile and Japan, which disrupt value
creation processes. Several companies suffered from the serious impacts of such events, in terms
of economic performances (Hendricks and Singhal, 2005) and/or of business operations interrup-
tions (Sheffi, 2005). Previous studies on supply chain (SC) risk analysis identify several catego-
ries of risk (Christopher and Peck, 2004; Chopra and Sodhi, 2004; Kleindorfer and Saad, 2005;
Tang, 2006; Wagner and Bode, 2008; Rao and Goldsby, 2009), but they examine SC risks in
general terms and not from a strategic decision support point of view. Several authors stress that
SCN extreme events’ modeling is a challenging problem, due to the numerous types of catastro-
phes to consider, to the large territory over which the networks are deployed, and to their various
impacts in time on network resources (Sheffi, 2005; Grossi and Kunreuther, 2005, Banks, 2006).
These nuances are crucial to be able to anticipate future business interruptions, as well as re-
course actions such as temporary relocation and rerouting of activities. However, current SCN
design models do not consider these elements explicitly, which is perceived as a serious short-
coming. Klibi et al. (2010b) provide a recent discussion of major issues related to SCN design
problems under uncertainty.
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Figure 1. Potential Supply Chain Network

Although little work has been done on the explicit incorporation of high impact disruption
risks into SCN reengineering models, several design models have been proposed to cope with
business-as-usual random events. These models are usually large scale stochastic programs, and
the objective pursued is the optimization of the expected value of design and recourse decisions.
Two-stage stochastic SCN design models were proposed by Tsiakis et al. (2001), Santoso et al.
(2005), Vila et al. (2007, 2009), Azaron et al. (2008) and Klibi et al. (2010a). Following the pio-
neering work of Pomper (1976), some authors also proposed multi-stage SCN design models
(Eppen et al., 1989; Huchzermeier and Cohen, 1996; Ahmed and Sahinidis, 2003). In these mod-
els, random events are considered by specifying a set of plausible future scenarios with associ-
ated probabilities. Unfortunately, for real SCN design problems, the number of plausible scenar-
ios is infinite. To overcome this difficulty, a sample average approximation (SAA) model is usu-
ally solved (Shapiro, 2003): a random sample of equiprobable scenarios is generated using
Monte Carlo methods and the resulting deterministic SAA program (usually a MIP) is solved.
Robust optimization models were also proposed for different versions of the facility location
problem under uncertainty (Kouvelis and Yu, 1997; Snyder, 2006). This approach also requires
the generation of future scenarios. In order to extend these models to take SCN disruptions into
account, one needs to generate plausible future scenarios incorporating catastrophic events.

The aim of this paper is to propose a SCN risk modeling approach to support the generation
of plausible future scenarios including extremes events, and in which the impact of disruptions
on SCN resources is adequately characterized. The emphasis of the paper is not on disaster mod-
eling accuracy, but rather on incorporating a sufficient degree of realism in SCN risk modeling to
provide a valuable contribution to SCN design methodologies. SCNs are considered as vulner-
able systems under threats. The approach proposed first identifies the random factors, potential
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extreme events, vulnerabilities and evolutionary trends to consider, and it evaluates exposure
levels. This is done by working with meta-events (multihazards) having generic impacts on SCN
resources and markets. Then, multihazard arrival processes are estimated and their consequences
on the SCN are assessed using adequate disruption severity metrics and recovery functions. The
latter are related to key SCN design variables, such as facility and supplier capacity and customer
demand. Finally, using Monte Carlo methods, these processes and functions are utilized to gen-
erate plausible future scenarios over a given planning horizon. The scenarios generated can be
used to study SCN risks, to construct stochastic programming or robust optimization models, or
to evaluate and compare a number of candidate SCN designs.

The paper is organized as follows. Section 2 presents the SCN risk modeling approach pro-
posed and section 3 describes a generic Monte Carlo procedure to generate plausible future sce-
narios incorporating extreme events. The applicability of the approach is demonstrated in section
4 using a business and a military case. Finally, conclusions and future research directions are
provided in section 5.

2. SCN Risk Analysis

2.1 Characterization of the SCN Environment

A SCN must be designed to cope with its future environment, but at the point in time when
it is reengineered the future is not known with certainty. Uncertainty is defined here as the inabil-
ity to determine the true state of the future business environment which may be partially known
or completely unknown. When some information is available, three types of uncertainties can be
distinguished: randomness, hazard and deep uncertainty. Randomness is characterized by ran-
dom variables related to business-as-usual operations, hazard by low probability unusual situa-
tions with a high impact and deep uncertainty by the lack of any information to assess the prob-
ability of plausible future events. For hazards, it may be very difficult to obtain sufficient data to
assess objective probabilities and subjective probabilities must often be used.

The planning horizon considered covers a set of working periods 7T corresponding to
discrete time intervals between SCN users’ operational decisions such as days or weeks. At the
strategic level, however, reengineering decisions are made only occasionally using planning pe-
riods teT which are aggregates of working periods such as quarters or years. Let T, < T be the
set of working periods in planning period t. Since the events associated to SCN disruptions may
last only a few weeks, plausible future scenarios must be elaborated over working periods, and
then eventually aggregated into planning periods for design purposes. Along this planning hori-
zon, the SCN evolves under varying environments. An environment is defined as the internal and
external conditions under which the SCN operates during a given period of time. Thus, the future
is considered by specifying possible sequences of environments over the planning horizon. Each
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possible sequence of environments defines a scenario. An event is a measurable (i.e. having ob-
servable consequences) factor or incident influencing the business environment during a given
time period. An event is defined over an adjacent subset of periods in T. The environment of
planning period teT isa compound event, i.e. the result of all the events occurring during pe-
riod t. From our characterization of uncertainty, it is seen that three types of events shape SCN
environments: random, hazardous and deeply uncertain events.

Random events are assumed to be defined over a single period, and they describe factors
with a probability of occurrence which can be estimated. Historic information on supply, de-
mand, costs, lead times, exchange rates, etc., can be used to estimate the probability distribution
of the random variables related to the business as usual operations of the SCN. These events in-
clude the degenerate case of certain events that occur when perfect information exists.

Hazardous events describe factors or incidents affecting a number of adjacent periods and
resulting in SCN disruptions. Hazards are rare but repetitive events which may be characterized
by formal location, severity and occurrence processes. Hazardous events involve natural, acci-
dental or wilful incidents affecting SCN resources. They include accidental disruptions in opera-
tions such as major equipment breakdowns, strikes and discontinuities in supply due to supplier
bankruptcy, for example. They also include disruptions arising from natural hazards affecting a
geographical region, such as earthquakes, floods, windstorms, volcanic eruptions, droughts, for-
est fires, heat waves, freezes and cold waves. For such events, catastrophe models have been
used to provide likelihood of occurrence and/or likelihood of associated monetary losses, based
on historical data and/or professional expert opinions (Grossi and Kunreuther, 2005).

Deeply uncertain events are incidents affecting a number of adjacent periods for which no
directly relevant information exists. These events include isolated, non-repetitive, extreme events
for which a likelihood of occurrence cannot be evaluated (Banks, 2006). Events related to terror-
ism (sabotage, bombing...) and political instability (sudden currency devaluation, coup...), with
unpredictable time of occurrence, severity and location, are usually considered as deeply uncer-
tain. In the recent past, some of these disruptions, like the 9/11 WTC attack and the SARS epi-
demic, led to major business failures. Lempert et al. (2006) suggest the use of narrative scenarios
for such situations and show how to use these scenarios to enhance solution robustness.

These event types are characterized by differences in available information and severity.
Random events have moderate impacts on SCNs and the information required to estimate their
probability is accessible. On the other end, the information available on hazardous and deeply
uncertain events is scarce and their impact on SCNs could be catastrophic. As discussed in the
introduction, existing SCN design approaches do not consider all these event types explicitly.
Our aim here is to propose an integrated risk modeling approach to take all these events into ac-
count. The approach proposed is based on recent work in catastrophe modeling (Grossi and Kun-
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reuther, 2005), scenarios planning (Van der Heijden, 2005) and risk analysis (Haimes, 2004). It
builds on the fact that in all these modeling approaches, the information available on the future
can be presented in the form of a set of scenarios about how the future may unfold.

From our previous definitions, it is clear that a scenario is a compound event. Each scenario
is the result of the juxtaposition of one or more event types. All scenarios include random events
associated to business-as-usual conditions, but they do not necessarily include hazardous or
deeply uncertain events associated to the SCN threats discussed previously. Hereafter, totally
destructive events causing irreversible damages to an entire business are excluded from the
analysis. Also, in what follows, in order to analyse the various sources of risk properly, it is nec-
essary to partition the set of plausible future scenarios Q into two mutually exclusive and collec-
tively exhaustive subsets: QF including all probabilistic scenarios without deeply uncertain
events (P-scenarios), and ©Q including all other scenarios (U-scenarios). In principle, it should
be possible to evaluate the probability p(®) of scenarios o e QF . However, the probability of
U-scenarios cannot be evaluated.

Furthermore, businesses and organizations operate in a complex world and, when looking
far away, it cannot be assumed that the future will unfold in the tracks of the past. When devel-
oping their strategies, companies like Shell study significant events, they analyse political, social
and economic actors and their motivations, they explore what the world might look like over the
next twenty years, and the impact of alternative views of the future on their business environ-
ment®. In other words, they define possible evolutionary paths. The scenarios in © are possible
realizations of a set of underlying stochastic processes with known (for P-scenarios) or unknown
(for U-scenarios) parameters. In what follows, it is assumed that a set K of evolutionary paths
with probability p,, k € K, can be defined and that the parameters of the scenario generating
stochastic processes depend on evolutionary paths. It is thus seen that the set of scenarios Q is
the union of the scenario sets Q™, Q% associated to the evolutionary paths k € K .

2.2 Risk Modeling Approach

SCNs are usually geographically dispersed across regions and countries which increase their
risk exposure and, in order to design robust SCNs, the impact of random, hazardous and deeply
uncertain events must be taken into account. Exploiting historical data, classical forecasting and
statistical analysis methods can be used to estimate the probability distributions associated to
random events. However, the case of hazards and deep uncertainty deserves further analysis. The
disruptions which may affect a supply chain can take several forms and it is important to find a
practical way of taking them into account without getting lost into a maze of possible incident
types. This can be done by classifying hazards into a small number of meta-events, called multi-

! http://www.shell.com/home/content/aboutshell/our_strategy/shell global scenarios/
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hazards (Scawthorn et al., 2006), with generic impacts on SCN resources and by considering
deep uncertainty through the use of imaginative scenarios. To do this, we must provide an an-
swer to the three fundamental questions associated to risk analysis: 1) What can go wrong? 2)
What are the consequences? 3) What is the likelihood of that happening? For deep uncertainty
events, only the two first questions can be partially answered. For hazards, this leads to a three
phase approach to model SCN exposures. This approach combines concepts from catastrophe
analysis (Haimes, 2004; Grossi and Kunreuther, 2005; Banks, 2006) and SCN vulnerability
analysis (Helferich and Cook, 2002; Kleindorfer and Saad, 2005; Sheffi, 2005; Craighead et al.,
2007, Wagner and Bode, 2008).

The next subsections describe the three phases of the SCN hazard modeling approach pro-
posed. The role of each of these phases is the following:

a) Characterization of multihazards and vulnerability sources. The SCN vulnerability sources
to take into account in the study are identified and related to relevant multihazards to specify
threat domains. The territory over which the network is deployed is partitioned into hazard
zones, which are related to exposure levels or regions. When the phase is completed, each
network location is associated to a vulnerability source, a hazard zone and an exposure level.

b) Modeling of multihazard processes. A compound stochastic process is defined to describe
how multihazards occur in space and in time, and to specify incident’s intensity and duration.
This phase is independent of the SCN considered. We assume that each incident occurs in a
subset of adjacent hazard zones, at the beginning of a working period. The impact intensity
and duration variables are however associated to exposure levels.

c) Modeling the impact of hits on the SCN. The occurrence of an incident in a hazard zone does
not necessarily result in a hit of all its SCN locations. Attenuation probabilities are defined to
reflect hits likelihood. When a location is hit, the impact on the network capacity and demand
is modelled using recovery functions based on intensity and time to recovery variables.

In what follows the approach is described in generic terms and examples are given to illustrate
particular cases.

Multihazards and Vulnerability Sources

To perform its activities the SCN exploits internal resources, it does business with SC part-
ners, and it uses public infrastructures. Examples of typical resources, partners and infrastruc-
tures are given in Figure 2. These resources/partners are associated to specific geographical lo-
cations. Moreover, when modeling a SCN, some of these locations may be aggregated into geo-
graphical zones with a computable centroid. For example, in a business context, ship-to points
are usually aggregated into demand zones and, in a military context, demand is naturally associ-
ated to regions where conflicts of various types may develop. Let L be the set of all the SCN lo-
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cations considered. When an extreme event occurs, all locations are not affected in the same
way. For example, a fire in a plant may decrease production capacity but an earthquake in a de-
mand zone may increase demand for first-aid products drastically and decrease demand for lux-
ury products. For this reason, depending on their nature, locations | € L are classified in vulner-
ability sources with similar impact and recovery behaviour. Let S be the set of all relevant vul-
nerability sources. The notation s(l) is used to denote the vulnerability source se S of location
I eL. In a SCN, transportation means are also used to move materials between locations. The
potential locations and moves considered when designing a SCN define a network similar to the
one illustrated on the vulnerability source layer of Figure 3.

Natural disasters

Geopolitical failures

) Multihazards
Market failures
Industrial accidents

Y

Y
seS heH
Figure 2. Examples of Vulnerability Sources and Multihazards

When considering potential SCN risks arising from natural, accidental and wilful hazards, a
large set of vulnerability sources can be identified (Helferich and Cook, 2002). However, the im-
pact of hazards on these vulnerability sources can vary from catastrophic to low. At the strategic
decision-making level, the number of vulnerability sources considered should be reduced to a
manageable level. A filtering process based on a subjective evaluation of the vulnerability identi-
fied leads to the selection of the sources with potential strategic consequences to be included in
the set S. The vulnerability sources retained usually include the main internal production, distri-
bution and service resources influencing capacity (plants, warehouses, stores...), the main prod-
uct-markets or service-offers influencing demand, and the main vendors influencing supply (raw-
material suppliers, energy suppliers...). It is assumed that all strategic vulnerabilities come from
the SCN locations | € L and not from its arcs. The overriding criterion for the definition of a
vulnerability source s € S is that all the locations | € L, — L it covers must have a similar behav-
iour in terms of impact intensity, time to recovery and recovery pattern when hit by a multihaz-
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ard, so that they can all be described in terms of the same metrics. They must also be defined so
that the sets L, se S, are mutually exclusive and collectively exhaustive. This may lead to the
definition of more than one location | for a same geographical region. For example, if the sales of
two product categories in the same region (say first-aid products and luxury products) are not
affected in the same way by a multihazard (one may increase and the other decrease), then they
must be distinguished by associating them to different locations. Similarly, in a military context,
potential humanitarian relief missions and peace-keeping missions in a same geographical area
must be distinguished because they do not require the same material.

Vulnerability sources layer

seS
s(),leL

// Vulnerability
y A}sourcesset

/

// Exposure levels
s

/ = g eG,

0,(2)zeZ

Figure 3. SCN Exposure Modeling

Natural, accidental and wilful hazards cover large classes of incidents which do not neces-
sarily affect SCN vulnerability sources in the same way. Also, depending on the scope of the
study, some hazard types may not be relevant. For example, when designing an American net-
work, natural disasters are relevant, but the risk of armed conflicts resulting from a political fail-
ure is negligible. However, when designing an international SCN, potential state failures must be
taken into account. Also, even if a hazard type is relevant, for some parts of the world the data
required to characterize it may not be available. For all these reasons, for a given SCN reengi-
neering project, a set H of multihazards to consider must be specified. Such a multihazard set is
illustrated in Figure 2. Multihazards can be elaborated from the data provided by several public
sources such as the Centre for Research on the Epidemiology of Disasters (www.cred.be), the
Heidelberg Institute for International Conflict (www.hiik.de), the Federal Emergency Manage-
ment Agency (www.fema.gov) and the U.S. Geological Survey (www.usgs.gov), as well as pri-
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vate sources such as Swiss Re (www.swissre.com) and Munich Re Group (www.munichre.com).
Vulnerability source threat domains must also be defined by specifying the subset H, c H of
multihazards which have an impact on each vulnerability source se S .

In what follows, we assume that extreme event threats are not directly related to the re-
sources/partners involved in the SCN but rather to the vulnerability source they are associated to
and to their geographical location. In order to map threats, the geographical territory in which the
SCN performs must be partitioned into a set of hazard zones Z. Using geographical coordinates,
the hazard zone z(l) e Z of a location | € L can be identified, as illustrated in Figure 3. Hazard
zones delineate areas with similar geological, meteorological, political, economic and critical
infrastructure characteristics. These zones may correspond to countries, to states/provinces, to
counties, to 3-digit zip codes, or to a combination of those, depending on the level of precision
desired and the data available. They must be constructed, however, to make sure that the SCN
location aggregates defined fit uniquely in a hazard zone. They must also be defined so that the
sets L, L of locations in the zones z € Z are mutually exclusive and collectively exhaustive.
The zonation process is a key issue since the zone granularity determines the realism of the mul-
tihazard incidents considered in the SCN design process.

Unfortunately, with the data available, it is often difficult to estimate hazard arrival and im-
pact processes directly at the hazard zone level. For each multihazard h e H, this leads to the
introduction of a set G, of zone aggregates called exposure levels. The notation g,(z) is used to
denote the exposure level g € G, including hazard zone zeZ, and Z, — Z the set of zones in
exposure level g € G, . Exposure levels can be defined top-down or buttom-up, depending on the
context. Exposure levels are sometimes associated to geographical regions, such as continents.
The states in the continent then provide the relationship g, (z) between zones and levels. Alterna-
tively, levels can be constructed by evaluating an exposure index for each zone, and then associ-
ating levels to adjacent index value intervals. Zones are then assigned to levels based on their
index value. For a multihazard h € H , this defines an exposure map such as the one illustrated
on the multihazard exposure layer in Figure 3. The exposure index used to do this can be based
on failed state (www.foreignpolicy.com) and/or opacity (www.opacityindex.com) indexes de-
signed to reflect the political stability of a region, natural catastrophes exposure indexes calcu-
lated from the data provided by CRED, FEMA or USGS, economic performance indexes such as
the World Competitiveness Scores of IMD (www.imd.ch) or the Global Competitiveness Index
of WEF (www.weforum.org), industrial accident indexes related to the claims made to insurance
companies, public infrastructure quality indexes calculated from databases such as the CIA
World Factbook (www.cia.gov/cia/publications/factbook), or on a combination of those. The ex-
posure level g, (1) =g,(z(l)) of alocation | € L can be uniquely determined for each multihaz-
ard heH . This initial analysis phase thus leads to the specification of multihazard classes
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(s,0)eSxG,, he H, with associated mutually exclusive and collectively exhaustive location
subsets L%, ={I[s(1)=s,g,(1)=g}.
Modeling of Multihazard Processes

The approach proposed to model spatiotemporal multihazard hit processes depends on the
granularity of the hazard zones used and on the data available. Also, since SCN reengineering
projects consider long planning horizons, evolutionary paths must be taken into account. Three
cases are discussed below but variants may be required in some contexts. The two first cases as-
sume that hits occur in a single zone, and thus that these zones are relatively large, but the third
case assumes that a multihazard may affect several adjacent zones.

Case 1. This is the simplest case and it would apply for example when designing a national net-
work using states/provinces as hazard zones. It assumes that multihazards occur independently in
hazard zones, and that the time between the occurrences of successive multihazards in a zone is
characterized by a non-stationary stochastic arrival process depending on evolutionary paths.
More specifically, under evolutionary path k € K, if an incident occurs in working period 7T,
then the time before the arrival of the next multihazard he H in zone ze Z is a random vari-
able A} with cumulative distribution function Fzﬁ:(.). In practice, catastrophe models often use
Poisson processes to determine the number of extreme events that can occur in a given period
(Banks, 2006). Accordingly, we assume that Fzﬁ: (.) is an exponential distribution Exp(z}.)
with an expected time between multihazards . Let ¢ (s, 7) be a function elaborated by ex-
perts to superimpose a time pattern for evolutionary path k on 4, the historical mean time be-
tween multihazards h € H in hazard zone z € Z estimated at the beginning of the planning hori-
zon. Then, the required probability distributions are obtained simply by calculating
wh =@ (1!, 7) forall h, z, kand 7. For example, if linear time patterns are specified for natural
disasters, then the functions u,. = ¢’ (u, ,7) could be based on slopes derived by linear regres-
sion from CRED disaster frequency data, as shown in Figure 4 for the pessimistic, as-is and op-

timistic futures.

Case 2. When designing a domestic SCN in America, the data required to estimate arrival proc-
esses directly at the hazard zone level can be obtained relatively easily. However, when design-
ing a global SCN, the data provided by organizations such as CRED and HIIK is not sufficiently
detailed to support such an approach. A hierarchical modeling approach based on exposure level
arrival processes and conditional hazard zone hit probabilities must then be used. Let AQKT be a
random variable, with cumulative distribution function Fgﬁi(.), giving the time before the arrival
of the next multihazard h € H in exposure level (region) g € G, under evolutionary path k € K
when an incident occurs in working period 7eT. Also, proceeding as in Case 1, let
e = ¢ (u),7) be the mean time between multihazards h e H in exposure region g € G, under
evolutionary path k in working period z. This process models the arrival of incidents in the expo-
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sure regions, but it does not specify in which hazard zone within the region the hit occurs. In or-
der to specify this zone, subjective conditional hit probabilities can be estimated from public or
constructed indexes 17, zeZ, he H . For example, for geopolitical failures the Failed State In-
dex published yearly by Foreign Policy (www.foreignpolicy.com) can be used, and for natural
disasters an incident occurrence frequency can be used. Using such indexes, for a given multi-
hazard h e H and exposure region g € G, , the following conditional probability mass function
can be calculated:

h h h
pz|g:|Z/ZZeZg|Z ZeZ, 1)
00

Pessimistic future
‘ Based on data provided by CRED As-is future
~__—| Optimistic future
= KK

6

[V
o
o

N

o

o
|

300 A~

200

Disaster frequency (number/year)

100

1983-2008 2009-2018

123456 7 8 910111213 14151617 1819202122232425 1 2 3 4 5 6 7 8 9 Years

Historical path Planning horizon

Figure 4. Evolutionary Paths for Disaster Frequency

Case 3. Obviously, the more granular the analysis the more accurate the multihazard processes
are. Also, when designing a regional network for disaster relief support for example, using coun-
ties or cities as hazard zones is more appropriate. However, when the hazard zones are small,
multihazards may affect several adjacent zones. To handle this, the approach proposed for Case
2 can be extended to capture the propagation of the physical damage to several zones surround-
ing a centroid zone. This is done by using the Case 2 model to identify the centroid zone of mul-
tihazards. Then, adjacent zones conditional propagation probabilities can be estimated using his-
torical data on the frequency of simultaneous hits among nearby hazard zones.

The impact intensity and duration of hazards are usually highly correlated. We assume that
when a multihazard he H occurs in a zone z € Z, its duration (in working periods) and its in-
tensity (using a generic measure such as the loss level or the casualty level® or a normalized
scale) are characterized by two correlated random variables associated to the zone exposure level
g(z) € G,, namely: the impact intensity A;, with cumulative distribution function Fgﬁh (.) and

2 See for instance FEMA’s methodology for estimating potential losses from disasters (www.fema.org\Hazus)
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the duration 49;. The duration is related to the intensity through an incident impact-duration
function 6] = f“(ﬂ;)+gh, heH, estimated by regression and with a random error term
£"~Normal(0,c") . These distribution functions and incident impact-duration functions can be
estimated from the data provided by organizations such as CRED, HIIK and FEMA.

Modeling the impact of hits on the SCN

The occurrence of an extreme event in hazard zone z does not necessarily imply that all the
SCN locations | € L, are hit. When the hazard zones are large (countries or states), it is likely
that only a part of the zone locations will be hit. Also, when considering the impact on product-
markets or service-offers, the SCN does not necessarily respond to all incidents. In a disaster re-
lief or military context, for example, the SCN response to a natural disaster may depend on its
policies, on UN solicitations, and on the resources available given other commitments (Girard et
al., 2008). In such cases, a demand surge for first-aid products in a hazard zone does not neces-
sarily generate demands in the corresponding demand zones of a relief network. This leads to the
estimation of attenuation probabilities ¢ which are conditional probabilities that location | is
hit when a multihazard h e H occurs in zone z(l). It is clear that these probabilities are related
to the hazard zones granularity. Large zones lead to small attenuation probabilities, and vice
versa. Attenuation probabilities can be estimated by experts for each SCN location, based on ex-
perience and data available. Resource constraints may also apply.

When the SCN is hit, this has impacts on the network capacity and demand. In order to
model these impacts, we need to refine our representation of the SCN. A hit on vulnerability
sources such as plants, DCs and suppliers result mainly in capacity loss, but a hit on product-
markets affects demand processes. To reflect this, we partition the vulnerability source set S in
two subsets: capacity-based sources S°¢ and demand-based sources S®. Also, in SCN reengineer-
ing projects, the products manufactured and sold are usually aggregated into a set of product
families peP, and the subset of product families P, — P associated to each vulnerability
source s S needs to be identified. Finally, to model impacts, we need to define a parameter c,,
denoting the capacity of location | € L, s € S°, for product p eP,, and a random variable d,_,
with cumulative distribution function Fl;)jkr(')7 specifying the normal operations demand of loca-

tion 1 eL,, se S’ for product p e P, in period r €T, under evolutionary path k e K .

When a location | € L in zone z(l) is hit by a multihazard h € H , the severity of the incident
is characterized on two correlated dimensions: the impact intensity and the time to recovery
(Sheffi, 2005). Clearly, these dimensions are related to the generic multihazard intensity and du-
ration variables ,6; and 49; defined previously. However, the SCN impact severity must be ex-
pressed in units related to the capacity and demand of the vulnerability sources. It is assumed
that the metrics used to characterize these two severity dimensions are the same for all the loca-
tions associated to a given vulnerability source, i.e. for all 1 L,. Hence, for each vulnerability
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source se S, incident profiles such as the ones illustrated in Figure 5 must be specified for all
locations | e Ly, products p € P, and multihazards h € H,. Damage on suppliers is typically as-
sessed using an unfilled rate (% of material ordered during the incident not delivered) and the
time required to restore supplies, whereas damage on production-distribution resources is usually
assessed using a capacity loss rate and the time before production/distribution can resume. For
vulnerability sources affecting demand, damage is usually assessed using an inflation or defla-
tion rate expressing a demand surge or drop for a given period of time. Note that the evaluation
of incidents severity may also be influenced by the state of the resources/partners associated to a
vulnerability source. In some cases, an engineering analysis may be required to establish the fra-
gility of vulnerability source resources depending on the building type, age, etc.

Capacity-based Vulnerability Sources S¢ ={1, 2,3} | Demand-based Vulnerability Sources Sq = {4,5, 6}
1) 2) 3) 4) 5) 6)
. First-aid Sustainment Luxury

Suppliers Plants DCs Product-markets | Product-markets | Product-markets
8 a) Natural] Unfilled supply | Capacity loss Capacity loss | Demand inflation Demand deflation o
5 © disasters rate rate rate rate rate o
Impact _fc'?S' ‘;’. b) Market| Unfilled supply Demand deflation|Demand deflation g'
intensity % “IT‘ failures rate rate rate <
S Tt |¢) Industrial Capacity loss o
accidents rate > g
N N N " . N >
8 a) Natural Time to re.storlng Time to res.tartlng Tlme.to.resFartlng Surge duration Drop duration g_
5 © disasters supplies production distribution =1
Timeto | & 2 i i . . z
£ < b) Ml,"ket Time to re_storlng Drop duration Drop duration 3
recovery | “IT‘ failures supplies g
S Tt |¢) Industrial Time to res.tarting ﬁ

accidents production

Figure 5. Multihazard Incident Profiles Example

Let &' be a discrete random variable giving the time to recovery, in working periods, of lo-
cation IeL when hit by a multihazard h e H,,. We assume that this time to recovery can be
related to the multihazard duration @],  using an adequate translation function &' =q/,(6},)
specified for each vulnerability source seS and multihazard h e H,. This function may be
based on a proportion estimated from past instances or provided by experts. Consider a multi-
hazard h e H hitting location | eL at the beginning of working period z'eT . Then, the impact

of the hit lasts during working periods 7 =7",...,c'+&" 1.

When a multihazard h € H hits a location |, its impact is not necessarily felt uniformly dur-
ing the time to recovery &' (Sheffi, 2005). Several phases are usually observed, depending on
the nature of the multihazard and of the vulnerability source. For example, when a manufacturing
plant is hit by a natural disaster, production capacity drops quickly during a first phase, then
there may be a stagnation period while recovery measures are organized, and during a third
phase the capacity is gradually restored. On the other end, when a disaster relief organisation ini-
tiates an assistance mission, it typically involves the three following phases: deployment, sus-
tainment and recovery. Such phase-dependent impacts can be characterized by defining discrete
recovery functions (rsg(ﬁ,r), r=1,.,%),heH,seS, peP, providing capacity/demand ampli-
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fication percentages for the & working periods affected by the multihazard. As illustrated in
Figure 6, the amplification percentages depend on the multihazard generic impact intensity
measure . Multihazard recovery functions are defined by experts for each vulnerability source
and product family, based on experience and data available.

Using these recovery functions, the capacity available or the demand can be calculated for
specific working periods and locations. More specifically, the behaviour of the capacity c|,. or
the demand d, .
described by the following relations:

resulting from a multihazard h € H occurring at the beginning of period 7z’ is

C,'pT = I’:E,)p(ﬁgh(,),z'—f#l)clpr, f=r',...,r'+§lh -1, seS% peP, lel )

d, = r;;l)p(ﬂh r—7'+1)d

Ipz g(l)’

T:r',...,r’+§,h—l,SeSd,pePs, el 3)

Ipz?

In these expressions, ¢, and d, are, respectively, the capacity and the random demand that
would prevail in periods 7 =7",...,z'+&" —1 if there was no hit in period z’. Note also that a hit
could occur before the SCN has completely recovered from previous hits. For this reason, it is
necessary to make these computations in a chronological order. This SCN impact modeling ap-
proach is based on a simplified representation of SCN resources and demands, but it should be
relatively easy to adapt to the specificities of real life cases. Also, we assumed that multihazard
recovery functions are not affected by evolutionary paths, which is not necessarily the case.

Amplification
Amplification percentage
percentage Recovery function
100% '
— Amplitude
Amplitude - \N\ based on
based on / ‘—- i \Recovery
I ! function 100% i . .
Stagnation!  Li : Linear! o inment Linear
9 hasei |nearhrecovery deploymenti hase irecovery
R i T e , Phase; PO ihase
T T+é-1 Working periods a T'+&-1 Working periods
- >
Time to recovery Time to recovery
; : . d
Capacity Loss Recovery Function (S € S°) Demand Surge Recovery Function (S€ S")

Figure 6. Recovery Functions for a Hit at the Beginning of Working Period 7’

Expressions (2) and (3) model multiplicative impacts, which is appropriate in most business
contexts. However, for humanitarian relief or military organizations, this is inadequate because
d,. is usually zero when there is no incident. The recovery functions must then be expressed in
absolute terms, i.e. they must provide a demand level for periods z =7",...,z'+&" —1. For disas-
ter relief networks, for example, the severity of the impact is often measured in terms of the pro-
portion of the population requiring assistance, and the daily demand during the deployment, sus-
tainment and recovery phases can then be expressed in terms of the demand zone population and
the daily needs per habitant. A detailed military example is given in the illustrative cases section.
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3. Plausible Future Scenarios Generation

The SCN hazard modeling framework proposed in the previous section is based on a num-
ber of key concepts: the identification of evolutionary paths K, the classification of SCN loca-
tions L into vulnerability sources S and of hazards into multihazards H, the zonation of the terri-
tory into hazard zones Z and their classification into exposure levels G, the definition of incident
profiles in terms of impact intensity and time to recovery with associated recovery functions, and
the characterization of multihazards likelihood through the use of incident arrival stochastic
processes, impact intensity probability distribution functions, incident impact-duration functions
and attenuation probabilities. In this section, we provide a procedure based on these concepts to
generate individual scenarios and we discuss the generation of scenario samples for SCN design.
As explained previously, random and hazardous events can be characterized by random variables
with distribution functions depending on working periods zeT and on evolutionary paths
k € K. Some of the problem data may be considered as known but affected by hazards. This was
discussed previously by considering a known constant capacity parameter ¢, and a time-
dependent random demand variable d ., both subjected to the effects of hazards. In this section,
to simplify the presentation, we consider Case 2 multihazard processes in a business context, and
we assume that capacity and demand are the only two variables affected by hazards. Other ran-
dom variables related to prices, costs, exchange rates... may be influenced by evolutionary paths,
but not by hazards. Let E be the set of all these random variables, denoted by ¢, e E, and let
F. (.), e e E, be their cumulative distributions for working period 7 €T under evolutionary path
k e K. For a given scenario @, the value taken by these variables is denoted by clp,(w),
dlp,(a)) and {f(a)). The Monte Carlo procedure required to generate these values is given in
Figure 7. In the procedure, u denotes a pseudorandom number, and cD‘l(u) the inverse of the
standardized Normal variate.

The procedure includes five main steps. First, an evolutionary path is randomly selected.
Then, a chronological list T, of all the multihazards arrival periods is constructed for every haz-
ard zone z € Z. Third, the working periods capacity and demand are calculated under business-
as-usual conditions. The values of the hazard-independent random variables are also computed.
We assume that the random variables 7, e € E, are independent. If they are not, the generation
process is more complicated but straightforward. Forth, the intensity and duration of the inci-
dents are generated and used to calculate the scenario capacities and demands with the recovery
functions. The last step aggregates the working period values obtained into planning period val-
ues to be used in strategic SCN design models. Note that this aggregation process does not al-
ways involve a simple sum over all the working periods 7 €T, teT. For the capacity, for ex-
ample, in order to take congestion into account properly, this may involve period sampling or the
application of a correcting factor.
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1) Select an evolutionary path k randomly using p,, k € K
2) Forall heH and g €G, , do:
n=0
While 7 <|T| do:
Compute the next multihazard arrival moment 77 = + Fgﬁhr N (u)
Select a hazard zone z randomly in Zg using p?lg, Ze Zg
Insert the pair ([ 77 ],h) chronologically in the list T,
End While
End For
3) Forall seS°,lel,,peP, and r €T : Compute the capacity ¢, (@) =C,
Forall seS?,leL,, peP, and 7 €T : Generate the demand d, (@) = F,skr_1 (u)
Forall e E and 7 T : Compute {7 ()= err_l (u)
4)Forall zeZ,do:
Forall (z',h)eT, , do: .
Compute "' = Fg’izh) (u) and O = " (,Bzh)+a§@'1(u)
Forall l eL,|u<a, do:

éh = qsh(l)(ezh(l))
If (1) €%, ¢, (@) = Ly, By 7 =7 + D0 (@), 7=, 7+ §' =1, pePy
If s(l)eS?, dp. (@) = 65, By, 7 — 7'+ (@), T=7",.., 7+ & -1, pe Py
End For
End For
End For

5) Aggregate these values over periods 7 €T, , t eT , to obtain Cp (@), iy (@) and & (@)

Figure 7. Monte Carlo Procedure for the Generation of a Scenario @

The execution of the procedure in Figure 7 yields a probabilistic scenario @ € Q° . Some of
the plausible future scenarios generated with this procedure may involve only a few multihazards
over the planning horizon but others may be much more chaotic. An intuitive measure to assess
the risk associated to a scenario @ € Q" is the number of hits y(w) it undergoes during the plan-
ning horizon. The left plot in Figure 8 illustrates the distribution of the number of hits for a large
sample of scenarios with exponential multihazard inter-arrival times. An alternative measure
would be the cumulative damage level »'(w) during the planning horizon. For the scenario sam-
ple used, the right plot in Figure 8 provides a damage level distribution based on the cumulative
number of products not shipped to customers from a depot following a hit. In order to distinguish
between the scenarios a decision maker would consider as acceptable, in term of the risks in-
volved, and those that would raise a serious concern, a hazard tolerance level x can be defined.
This level is the maximum number of hits (or the maximum cumulative damage level) the deci-
sion maker can tolerate over the planning horizon without serious concern. This tolerance level
can be used to partition the set of probabilistic scenario QF in two subsets, namely Q" the set of
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acceptable-risk scenarios and Q° the set of serious-risk scenarios. These scenario subsets can
then be used in the SCN design evaluation process to take into account the decision-maker aver-
sion to risk. Also, as indicated in the introduction, these scenario subsets can be used to formu-
late stochastic programming design models using the SAA approach. Since the scenario sample
size is always restricted, one must use an adequate sampling procedure to make sure that each
evolutionary path is well represented in the samples, and that all the scenarios generated are
equiprobable (Klibi and Martel, 2009). Importance sampling techniques (Ducapova et al., 2000)
can also be used to obtain adequate scenario samples.

Acceptable-risk scenarios Serious-risk scenarios Acceptable-risk scenarios Serious-risk scenarios
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Figure 8. Number of Hits and Unserved Products for a Large Scenario Sample

The sets, measures and functions used to characterize SCN hazards are necessarily based on
the information and experience available and, consequently, they may completely overlook some
potential extreme events for which no information and experience exist. It is to cope with these
potential threats that deeply uncertain scenarios must be elaborated. Some uncertain extreme
events associated with these scenarios can be identified through structured brainstorming ses-
sions and/or expert interviews related to SCN threats and vulnerabilities (Van der Heijden,
2005). However, for our purposes, the resulting scenarios must be expressed quantitatively in
terms of the parameters used for SCN design. This can be achieved by following the structured
process described previously but by replacing probability distributions and impact functions with
human inputs for multihazards which cannot be described probabilistically. Also, these scenarios
necessarily include random events and they may include hazards so they are most easily created
by perturbating probabilistic scenarios. Decision-makers interest in deep uncertainty scenarios is
mainly related to their desire to examine worst case scenarios. These are typically probabilistic
scenarios in the tail of the distribution of the number of hits or damage level, as illustrated in
Figure 8, or serious-risk scenarios perturbated by deep-uncertainty events imagined by experts.

4. lllustrative Cases

The rest of the paper is dedicated to the study of two applications illustrating the risk model-
ing approach proposed. Case 1 considers a two-echelon North-American distribution network
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deployed over Eastern US states and with stationary random customer demands. The plausible
future scenarios are generated for a 1-year planning horizon with daily working periods, and they
reflect the impact of natural catastrophes on depots and customers. The objective of this basic
case is to show how the risk modeling approach proposed can be used, and to underline major
risk issues to consider when designing SCNs. Case 2 relates to the supply network used by the
Canadian Armed Forces to support its worldwide humanitarian, peacekeeping and peace en-
forcement missions. It illustrates how the risk modeling approach proposed can be utilized to
generate future mission scenarios, for a ten years planning horizon with weekly working periods,
in response to natural catastrophes and conflicts occurring around the world. Table 1 summa-
rizes the characteristics of these cases in terms of key concepts introduced previously. The
Monte Carlo procedure presented in Figure 7 was implemented in VB.Net and relevant data
were stored in a SQL-Server database.

Planning Vulnerability SCN environment Geographical
Horizon ALE Random events | Multihazards territory
e 1-year horizon Eastern USA
y. . ¢ Depots e Customer o Natural *
Case 1 | e Daily periods o State-based
. e Customers orders catastrophes .
¢ No evolutionary path zonation
e 10-years horizon Demand e Natural o Worldwide
H [ ]
Case 2 | * WWeekly periods Zones e None catastrophes « Country-based
e Several evolutionary e Conflicts sonation
paths

Table 1. Characteristics of the Cases Studied

4.1 North-American Business SCN

A company purchases a family of similar products from a number of supply sources and dis-
tributes them to customers (C) located in the eastern states of the USA. In order to provide next
day delivery, the company must implement a number of capacitated depots (D) and ship the
products to customers from the depots. The set L of network locations thus contains depot loca-
tions | € L, and customer locations | € L.. More specifically, the potential SCN includes 16 de-
pots and 724 ship-to-points scattered over the eastern USA. For a given day, the capacity c, of a
depot reflects its maximum throughput in terms of a standard shipping unit (ex: pallets). The de-
mand of customer | €L, follows a compound Poisson process with exponential order inter-
arrival times g, and log-Normal order sizes o,, with cumulative distribution functions F“(.) and
F?(.) respectively, and the depot and customer locations can be hit by natural catastrophes. Two
vulnerability sources, depots and customers (S ={D,C}), and one multihazard (natural catastro-
phes) are therefore considered.

Risk Modeling
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The 28 US states in the area covered by the network are used as hazard zones, and the expo-
sure levels and the multihazard arrival process are estimated from historical data on major disas-
ters provided by FEMA. Multihazard arrival times are modeled as in Case 1, and thus an expo-
nential multihazard inter-arrival time distribution F,(.) is associated to each zone zeZ. The
mean inter-arrival times x, estimated are given in Table 2. The table also provides the state ex-
posure levels g(z) estimated on a scale from 1 to 4 (from low to high). These state exposure
levels are mapped in Figure 3.

State (2) VT |[DE| DC |NH|NY | NJ |WV |[KY|FL |OH| AL | IN |[MA|TN
4, (in days) 537|430 | 567 |577|293|609 | 391 | 358 | 275|344 | 351 | 466 | 578 | 363
9(z) 44| a4 |a|alala|alalz]|3]3]|3]3
State (2) ME|NH| RI |CT|PA|VA| IL |[MS|GA|NC|MD|WI| Ml |SC
4, (in days) 405 | 577 | 1514 | 703 | 355 | 340 | 371 | 364 | 474 | 464 | 607 | 412 | 611 | 910
9(2) 33| 3 |3|3|3[3|3|2]2]2]2]1]1

Table 2. Exposure Levels and Multihazard Mean Inter-Arrival Times

Multihazards are characterized by their exposure level intensity g, and durations (6, ) are
not explicitly used. The intensity £, is defined on a normalized scale in the interval [0,1] and,
for each g =1,2,3,4, itis uniformly distributed. More specifically, we have:

B, ~Uniform[0,0.25), g, ~Uniform [0.25,0.5), S, ~Uniform [0.5,0.75), g, ~Uniform [0.75,1]

The attenuation probability ¢, of location | € L is defined in the range [0.1, 0.5], based on the
area of zone z(l). Substituting the impact duration function 6, = f (,Bg)+g in the translation
function & =0q,,,(6,,), we get & =0a.,(Byu) +&), &~ Normal(0,0,),seS. These func-
tions, estimated from past events, are represented in Figure 9. Using them, the time to recovery
&, I eL,, can be computed when a catastrophe of intensity £, ,, hits zone z at the beginning of
a period 7'.
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Figure 9. Impact-Duration Functions for Depots and Customers
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The discrete recovery functions used are similar to the ones illustrated in Figure 6. More
specifically, for depot 1 e L, "L, we have:

=By 7 :1""’(0'255' —I

o By 7) = & -7+ ~
1{W (A= By), 7=[0.254 |+1...

Using this function, after initially setting ¢, (@) =c,, | €L, 7 €T, the capacities for a scenario
@ are computed chronologically, in the order of the hits 7' €T, , using the expression
¢, (@) =1y (By), 7 —7'+1C (@), r=7",....,7'+& —1. For customer lel,nL., the recovery
function is:
e (Byay, 7) =1£044,,, r=1...,¢

Since a single product family is considered in this case, the impact intensity provides a net effect
for the entire product family, and we can have a demand surge for some customers and a drop for
others. The term 0.4, in the function reflects the amplitude of the demand perturbation in ab-
solute value. For this reason, in the scenario generation process, the + or — sign is randomly se-
lected. Using this function, after initially generating d, (@), | € L., 7 €T, with the inverse of dis-
tributions F?(.) and F°(.), the demands for a scenario » are computed chronologically with

d (@) =1 By z -7 +Dd, (@), =7",...., 7+ -1.

Simulation Results

For the potential network studied, a sample of 1000 scenarios was generated to get the hits
distribution, the distribution of missed shipments demand, and several other statistics discussed
hereafter. The histograms obtained for the damage-based risk measures used are presented in
Figure 10. Recall that, these histograms can be used to characterize acceptable and serious risk
scenarios, in order to derive performance evaluation weights for risk neutral or risk adverse deci-
sion-makers (DM). For instance, if the tolerance level is 4 SCN hits, the proportion of serious
risk scenarios generated is 0.316, and a risk adverse DM would use serious scenario weights
greater than 0.316 when comparing alternative designs. In this case, the probability of a busi-
ness-as-usual scenario (with no hits) is estimated to 0.039, and our experiments showed that this
value tend to decrease when the number of depots in the SCN increases, which is congruent with
the observation that global companies are inherently at risk (Sheffi, 2005; Craighead et al.,
2007). The worst case scenario generated includes 13 hits and 43402 products not shipped to
customers from their supply depot following a hit. More than 50% of a depot capacity is lost on
average after a hit, and the average time to recovery is around 58 days. The worst time to recov-
ery is 123 days. The results in Table 3 provide a detailed view of the disruptions suffered by 4
south-eastern state depots (SC, NC, TN and FL). The table gives the exposure level of these de-
pots, the maximum number of customers they can supply when they are opened, the average
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number of hits during a year, the average capacity lost when hit and the percentage of days not
fully operational. One can observe that the number of hits is highly correlated with the exposure
level. Also it can be seen that the depot capacity lost during disruptions is significant, which un-
avoidable generates high recourse costs.
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Figure 10. Number of Hits and Missed Shipments Demand Histograms

Exposure Potential Annual hits Average capacity lost % days not totally
level customers frequency during disruptions operational
SC 1 256 0.023 55.89% 0.77%
NC 2 349 0.145 55.75% 5.68%
TN 3 304 0.230 56.13% 8.74%
FL 4 239 0.363 58.12% 9.91%

Table 3. Multihazard Impact on Four Major Depots

The impacts of hits on the network vulnerability sources are illustrated in Figure 11 for de-
pots and Figure 12 for customers. The left plot in Figure 11 shows the impact of a scenario with
two hits on a NY depot, and it illustrates its capacity recovery profile. In the right plot, the capac-
ity profile of four north-eastern depots is illustrated. Note that at the end of the year, the two NY
depots are hit simultaneously by a natural catastrophe. Also, when this hit occurs, one of the de-
pots has not yet recovered from the previous disruption. The impact of multihazards on large
costumers is illustrated in Figure 12, and their demand behaviour under disrupted and business-
as-usual scenarios is compared. As can be seen, natural catastrophes have a significant impact on
the demand level. All these examples demonstrate the variety of realistic incident impacts cap-
tured with the risk modeling approach proposed.
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Figure 12. Customer Demand Behaviour under Multihazards

4.2 Global Canadian Forces Supply Network

In order to fulfill Canada’s humanitarian assistance, peacekeeping and peace enforcement
roles, the Canadian Forces (CF) rely on a supply network to deploy and sustain its overseas mis-
sions. Currently, these missions are supported from Canada which may not provide the best
trade-off between costs and support levels. Consequently, the CF are considering the implemen-
tation of an offshore network of prepositioning depots, resupplied from domestic and local ven-
dors, to support its operational theatres (Girard et al., 2008). The CF must respond to three major
categories of hazards, namely disasters (D), quarrels (Q) and wars (W), represented by the multi-
hazards set H ={D,Q,W}. These give rise, respectively, to humanitarian assistance (H), peace-
keeping (K) and peace enforcement (M) missions with distinct logistic support needs. For this
reason, they are considered as three distinct demand-based vulnerability sources denoted by
S? ={H,K,M}. The capacity-based vulnerability sources of the supply network are depots and
vendors. These can be threated pretty much in the same way as the depots in the business case
discussed previously and, in order to avoid repetitions, they are not discussed in the following
paragraphs. We assume that the overseas missions of the CF can occur in any of the world’s
countries (except Canada), and the location of potential operational theaters is identified by the
geographical coordinates of the point of debarkation in these countries. Assuming that a potential
theater is associated to a single vulnerability source, this defines the location sets L., s € S°.
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The geographical dispersion of military operations and the large variety of situations en-
countered generate a wide spectrum of mission intensity. The intensity of a mission depends on
its severity and on its magnitude (size). Magnitude is measured in terms of the number of per-
sonnel deployed on the operations theatre. The personnel deployed depend on the engagements
taken by Canada in the context of a specific mission. Severity is related to the nature of the mis-
sion itself and is characterized in terms of hostility and hardship. Hostility reflects the level of
aggressiveness of enemy forces. Hardship is related to the physical nature of the theater terrain.
The logistic support required is clearly directly proportional to the intensity of a mission. Each
mission incorporates three phases: deployment, sustainment and redeployment. During the de-
ployment, activation activities are performed to ensure that the incoming troops will find proper
shelter and basic commodities when they arrive. The sustainment is the main phase of the mis-
sion. The supply’s job during this phase is to provide the goods consumed during the mission.
Some equipment may also be repaired in theater maintenance facilities, or shipped back to de-
pots for repair, and new equipment may be brought in. The redeployment phase occurs when the
mission is completed. During the phases of a mission, the CF must move thousands of products.
Product families are used to characterize products having similar demand and return patterns,
and using the same transportation, handling and storage technology. Products can be classified
into three main types: consumables (such as food, clothing, ammunitions and fuels), durables
(assets such as combat vehicles) and repairables. Repairable products can be in a serviceable or
unserviceable state. A mission generates demands at the theaters for consumable, durable and
serviceable repairable products. It also generates return needs for unserviceable products during
sustainment and for all products when the mission is finished. Demand and return quantities can
be expressed in pallet-equivalent units for most products. For major items such as combat vehi-
cles, however, this is not adequate and it is more appropriate to use lane meters as a shipping
unit. A set P of 14 product families based on NATO Supply Classes was specified to capture
these nuances.

Given all this, in order to optimize the CF supply network, realistic mission scenarios must
be generated. A scenario is a set of plausible future missions positioned in time and in space over
a planning horizon (see Figure 16), as well as demand/return time series for all product families
for all the missions in the scenario. The horizon considered covers 10 years with weekly working
periods. For design purposes, the scenarios must be aggregated into yearly planning periods.

Risk Modeling

The hazard zones Z considered include all the countries in the world, except Canada. Expo-
sure levels, G,, he H are therefore sets of countries and they are defined bottom-up using expo-
sure indexes obtained from the data provided by the CRED, for natural disasters, and from HIIK
for conflicts. The data provided by CRED and HIIK can be filtered to consider only significant
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events, and additional information added to construct hazard databases (DB). More specifically,
the WEF country infrastructure score and the country area can be added to the disasters database,
and the countries Failed State Index added to the conflicts database. Two-step cluster analysis
(Norusis, 2008) can then be used to specify exposure levels and the associated hazard zone sets
Z,,9€G,, heH . Figure 13 illustrates the exposure levels obtained for disasters.

=T

Matural disasters - Exposure level 1

[ perylon) i ovi

[ ] Matural disasters - Exposure level 2 (low) Derived from data pl"OVIdEd by the .

[ Natural disasters - Exposure level 3 (medium) Center for Research on the Epldemlology
Bl !atural disasters - Exposure level 4 (high) P

Il Vztural disasters - Exposure level 5 (extreme) of Disasters (CRED)

Figure 13. Countries Exposure Level for Disasters

The disaster and conflict DB constructed can also employed to characterize the arrival and
intensity of disasters, quarrels and wars. The data available is not however sufficient to enable
the direct association of an arrival and intensity process to each multihazard zone (country). The
Case 2 hierarchical modeling approach based on exposure level arrival and intensity processes,
and on country conditional hit probabilities, must therefore be used. In this design project, three
evolutionary paths (As-is, Pessimistic and Optimistic) with linear time pattern functions are
specified, based on a regression line as illustrated in Figure 4. The conditional hit probabilities
P, 2€Z;,9eG", heH, are estimated using (1), with indexes 1, compiled from the disaster
and conflict DB. These DB also provide the data required to measure the impact intensity of the
multihazards. For disasters, the intensity is measured in terms of a loss level ($), and a log-
Normal distribution with mean BgD and standard-deviation agD is the best fit for FgﬁD () Inthe
HIIK database, the intensity of conflicts is characterized by a discrete subjective level ranging
from 1 to 5. The data for level [1,2] conflicts are used to characterize quarrels and the data for
level [3,4,5] conflicts to depict wars. For both cases, Fgﬁh () is assumed to be a discrete Uniform
distribution in the interval [4,8!]. The durations & are not explicitly considered.
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The occurrence of multihazards does not necessarily translate into a military mission. Addi-
tional conditions must be satisfied for a mission to arise. When an incident occurs, Canada’s re-
sponse depends on foreign policies, on the political relations of Canada with the country con-
cerned, on the solicitations made by the country and by the UN, on the CF deployment policies
and on the soldiers available for deployment. These conditions are modelled here through the use
of conditional attenuation probabilities and resource constraints. The probability o expresses
the likelihood that a CF mission is initiated in theater | when an extreme event of type he H oc-
curs in country z(l). These response probabilities are estimated subjectively by intelligence ana-
lysts, based on experience and available data. Humanitarian mission deployments are also lim-
ited by CF personnel available 5. and peace keeping/making missions by regular troops avail-
able 7/, where pfi > n<.

When a mission occurs, its intensity is characterized in terms of the number of soldiers de-
ployed and the time to recovery for the CFs is related to the length of the sustainment phase of
the mission. The length of the deployment and redeployment phases are assumed to be predeter-
mined based on CF policies. The intensity and the duration of a mission both depend on the mul-
tihazard intensity ﬁg. When a mission starts in period 7 €T, the number of soldiers deployed
also depends on the CF personnel 7" or 7" already engaged in other missions during period .
More specifically, the number of soldiers deployed for missions of type s S? in potential thea-
ter | e L, is given by the following discrete random variable:

H - H ~H H
y 4 if +17. < Noax ) ) B
" ={77” L otherwise | A DiseUNIfleT (5 ()l (4)
s }(S if }(5+7,7\TKMS77n}§::I< s . . s SO\ —e .
= {UKM _IﬁKM (I)therwise .z, ~Disc-Unif[c (ﬂg((n))ﬁ (Igg((l)))]’ s=KM 5)

where c®(B) and ¢©°(fB) are symmetric step functions converting multihazard intensity ranges
(expressed in loss level for disasters, and intensity level for conflicts) into an integer number of
soldiers, and where h(s) specifies the multihazard he H giving rise to missions of type s S°.
These two functions provide the lower and the upper bounds required by the discrete uniform
distribution used to characterize the number of soldiers deployed during the sustainment phase.
We assume that the number of soldiers provided by these functions reflects the magnitude and
hostility dimensions of their mission type.

The duration of the sustainment phase of a mission is specified using an intensity-duration
function estimated from data on the duration of past CF missions. More specifically, the sus-
tainment duration & of missions of type s S in potential theater | € L, is a random variable
defined by the following relation:

&= és(ﬂgh(:ﬂ))+5ls(ﬂgh(2(l))’ ‘9Is(ﬂ)~EXp(‘?s(ﬂ)) (6)
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where &°(p) is a known minimum duration function depending on the multihazard intensity 23,
and &’ (p) is an exponentially distributed random variable with a mean duration function £°(2)
also depending on the multihazard intensity.

The intensity and the duration of missions now being available, the issue of the products
demands during the working periods of the missions can be addressed. As indicated previously,
recovery functions based on proportions of business-as-usual demands cannot be used in this
case because the theaters’ demand is null when there is no multihazard. The demand must there-
fore be expressed in absolute terms using adequate stochastic processes. For consumable and re-
pairable products, deployment quantities are based on their reorder levels during the sustainment
phase. For durable products the CF specify mission scales, i.e. standard quantities of assets to
deploy per soldier under normal operating conditions for each mission type. During the sustain-
ment phase, the daily demand is assumed to be stationary. More specifically, consumable prod-
ucts are fast movers with a log-Normal demand, and durable products are slow movers following
a Poisson process. The demand for repairable products is based on the breakdown behaviour of
durables specified using an aggregate bill-of-material. These also yield return quantities for un-
serviceable repairable products. Finally, the quantity of products to redeploy at the end of the
mission is assumed to be equal to the fraction of the quantity of products deployed not disposed
locally. These demand processes are summarized in Figure 14.

Mission Phase

Consumable

Durable
(Assets)

Repairable

Deployment

Sustainment

Redeployment

Discrete random
variable based on
reorder levels, or
scales, and on the
number of soldiers
deployed

Fast mover
(Log-Normal)

Slow mover
(Poisson)

Poisson based on

Dependant on the
quantity deployed

Product Type

assets level*

Unserviceable
repairable

Dependent on
repair level

* Using an aggregated bill-of-material
Figure 14. Product Demand/Return Processes Classification

Let us examine more closely the demand of the consumable products P < P required dur-
ing the sustainment phase of a mission of type s e S°. These products include a large number of
fast moving items. It was observed from past missions that their weekly demand (in pallets) dur-
ing the sustainment phase follows a log-Normal distribution. Their weekly demand during the
sustainment phase of a mission of type s e S¢ in theatre | € L, involving 7’ soldiers and starting
in week 7' can thus be characterized by the following conditional random variables:
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dp,~log-Normal(x;,,0%), 7=1',..,7'+ & —1,p e PS with
/u:I :(1+P:)(1+7p|)‘/;77|5’ p;~ Uniform(pr?]in,p 'pr?]ax,p); O-;S)I = CVS/J,SJl

where v is the average demand of product p e PS for one soldier during one week under nor-
mal operating conditions. The parameter y,, is a hardship adjustment measure with respect to
the normal operating conditions on which average demands are based. It is a percentage variation
in needs with respect to normal operations. The parameter ,0: is a uniformly distributed random
hostility level. It is expressed in terms of a percent of products destroyed by enemy actions or
theatre conditions, and pp, . Pr., @re its lower and upper bounds. The parameter CV° is the
coefficient of variation (standard deviation/mean) used for missions of type s S? to compute
the standard deviation of the demand.

The stochastic processes used to model the demand for all product types and mission phases
are described in Martel et al. (2010). The Monte Carlo procedure presented in Figure 7 can be
adapted relatively easily to the particularities of this case and used to generate plausible future
scenarios. This procedure was embedded in the SCN design software SCN-STUDIO developed
during a research project with Defence R&D Canada and Modellium for the reengineering of the
CF supply system. This software is used to perform the simulation experiments described in the
following paragraphs.

Simulation Results

Some statistics on multihazards and mission types were compiled for the evolutionary paths
specified, using a sample of 20 scenarios generated with the Monte Carlo procedure. The average
number of disasters encountered is 178 per year for As-is futures. This number decreases to 141
for Optimistic futures and it increases to 207 for Pessimistic futures. Figure 15 illustrates the be-
haviour of the natural disaster frequency per year over the planning horizon for a scenario of
each type. Similarly, the average number of wars (quarrels) per year shifts from 3 (5) to 7 (7)
from Optimistic to Pessimistic futures. These statistics clearly show that evolutionary trends
have a significant impact on the multihazards behaviour. For the 20 scenarios generated, the CF
are involved on average in 29 humanitarian, 9 peacekeeping and 4 peace making missions over
the 10-year horizon considered. This illustrates the important role of attenuation probabilities and
forces availability constraints in limiting the participation of the CF to the solution of worldwide
crisis. The worst case scenario observed comes from the Pessimistic futures and it involves 40
humanitarian, 14 peacekeeping and 7 peace making missions.
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Figure 15 Impact of Evolutionary Paths on the Frequency of Natural Catastrophes

The Gantt chart of a typical scenario obtained with the Monte Carlo procedure is provided in
Figure 16. It illustrates how the CF missions are spread over time and space. Each bar in the
diagram corresponds to a mission and it specifies its beginning and ending dates as well as the
country where it takes place. A different bar color is associated to each mission type. For each
mission in the scenario, weekly demand/return profiles in shipping units (pallets or lane meters)
are also specified for each product family. Such a time series is illustrated in Figure 17 for a
peacekeeping mission. In this case, the predetermined deployment duration is 4 weeks, and the
redeployment lasts one week. As can be seen, the weekly demand during the sustainment phase
is stationary.
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Figure 16. Missions Gantt Chart for a Scenario
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Figure 17. Demand/Return Time Series for a Product Family during a Mission
5. Conclusions

This paper proposed a risk modeling approach to generate plausible future scenarios for the
design of supply chain networks. The approach considers that the SCN environment is shaped by
random, hazardous and deeply uncertain events that must be taken into account in SCN design
projects. It also uses Monte Carlo methods to generate sets of plausible future scenarios incorpo-
rating random business-as-usual events as well as extreme events such as natural catastrophes
and conflicts. The Monte Carlo procedure proposed can also serve as a starting point for the
elaboration of worst-case scenarios possibly incorporating imaginative deeply uncertain events.
The scenarios generated can be used in stochastic programming and/or simulation studies to
elaborate and evaluate resilient SCNs capable of dealing with any future environment. Two illus-
trative cases showed the applicability of the approach in business and military contexts.

Through the use of multihazards, the approach proposed captures the variety of situations
encountered in real life without getting lost in a maze of details on possible event types. Also, the
approach considers the fact that data on extreme events are scarce and it proposes a way to gen-
erate realistic scenarios which is not too demanding in terms of data requirements. The Monte
Carlo approach proposed generates equiprobable scenarios. However, when several multihaz-
ards, vulnerability sources and evolutionary paths are considered, the scenario samples required
to capture all the possibilities adequately may be quite large. When using stochastic program-
ming to design SCNs, this give rise to very large mathematical programs which quickly become
intractable. For this reason importance sampling approaches permitting a better representation
with relatively small samples need to be elaborated. We are currently working on a generic SCN
design methodology integrating the risk analysis and scenario generation approach proposed here
with scenario-based stochastic programming methods.
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